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Abstract We propose a new attack strategy for the improvement n-party (n > 4) case
[S. Lin, F. Gao, Q.Y. Wen, F.C. Zhu in Opt. Commun. 281:4553, 2008] of the multiparty
quantum secret sharing protocol [Z.J. Zhang, G. Gao, X. Wang, L.F. Han, S.H. Shi in Opt.
Commun. 269:418, 2007]. Our attack strategy is an interesting collaboration eavesdropping
and much simpler than that in the paper [T.Y. Wang, Q.Y. Wen, F. Gao, S. Lin, F.C. Zhu in
Phys. Lett. A 373:65, 2008].
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1 Introduction

In 1999, Hillery et al. introduced the principle of quantum mechanics into the field of secret
sharing and proposed the first quantum secret sharing (QSS) protocol by using three-particle
entangled Greenberger-Horne-Zeilinger (GHZ) state [1]. This protocol shows the basic idea
of QSS very well, that is, a secret message is splitted into several pieces by a boss, and each
agent holds a piece; and no subset of agents is sufficient to extract the boss’s secret message,
but the entire set is. Up to now, plenty of theoretical and experimental QSS protocols have
been proposed [2-24]. So to speak, the QSS is progressing quickly and has attracted a lot
of people. Part of people focused on the designing of new theoretical and experimental QSS
protocols. The other part focused on the security analyzing of the QSS and pointed out the
security leaks of some previous QSS protocols. Indeed, this is also an important studying
point on the QSS because its security is rather complex, and both the outside eavesdropper’s
and the inside dishonest agent’s attacks must be considered. Generally speaking, the attack
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power of the dishonest agent is stronger because he (she) has a chance to tell a lie during the
checking eavesdropping. Only if the lie is constructed successfully, he (she) can eavesdrop
the boss’s secret messages without introducing any error. Hence, we should mainly focus on
the dishonest agent’s attack while analyzing the security of QSS protocol. Recently, Zhang
et al. utilize Einstein-Podolsky-Rosen (EPR) photon pairs and five local operations to pro-
pose a novel QSS protocol [17], in which almost all agents (except for Bob) obtain the
sharing qualification by performing local operations. Since only Bell states are used, as far
as a practical application is concerned, Zhang et al. QSS protocol is more convenient than
Hillery et al.’s [1]. However, it is somewhat a pity that Zhang et al. protocol has a drawback
of security, which is pointed out by Lin et al. [18]. Lin et al. think that the last agent may
obtain Alice’s secret messages without the helps of other agents, and they still give an im-
provement of Zhang et al. QSS protocol. Before long, Wang et al. [19] point out that the
n-party (n > 4) cases in Lin et al. improved protocol [18] and in Zhang et al. original proto-
col [17] are not secure. Utilizing four-qubit states, they give a complex attack strategy, that
is, the so-called collaboration eavesdropping. In this paper, we utilize Bell state to give an-
other new attack strategy, which is much simpler than Wang et al.’s [19]. Before describing
our attack, first, let us review Lin et al. improved four-party QSS protocol as follows:

(1) Bob prepares photons / and ¢ in one of four Bell states: 1//$ =(|0)]1) £+ |1)|O))h,/\/§,
¢hi, = (]0)]0) £ |1)|1))m/\/§- Then he sends photon 7 to Charlie and retains photon /4 in
his site.

(2) After receiving photon ¢, firstly, Charlie ascertains whether photon ¢ is a single pho-
ton [14]. If not, the communication will be terminated. Otherwise, he performs one of
five operations: I, o, oy, 0;, H on photon t. The probabilities that five operations are
selected by her are 1/8, 1/8, 1/8, 1/8 and 1/2, respectively. Here, I = |0)(0] + |1)(1],
0. =10)(0] = 1) (1], oy = [1)(O0] = 10)(1], o = 0) (1] — [1){OI, H = (|0){O] — [1)(1] +
[0) (1] + |1)¢0])/ 2. After performing his operation, Charlie sends photon ¢ to Dick.
After Dick receives photon ¢, his doing is same as Charlie’s. Then he sends photon ¢ to
Alice.

(3) After receiving photon t, Alice randomly switches between the control mode and
the message mode. In the control mode, Alice randomly selects one action from the
two choices: One is that she lets Bob use {|0), [1)} or {|h) = (|0) + |1))/\/§, lv) =
10y —|1))/ V/2} to measure photon 7, and tell her his measurement outcome and ini-
tial Bell state. Then Alice requires Charlie and Dick to announce their operations. The
other is that Alice first lets Charlie and Dick announce their operations, and then asks
Bob to perform a measurement on photon £ and tell her his measurement outcome and
initial Bell state. Next, Alice uses correct measuring basis to measure photon ¢. By com-
paring her measurement outcome with the deduced outcome, Alice can judge whether
quantum channel is secure. If the quantum channel is attacked, the communication is
aborted. Otherwise, the transmission goes on to the step (1). In the message mode, Al-
ice encodes her secret messages by performing a unitary operation (I, oy, oy, 0;) on
photon ¢. After her encoding, Alice sends all the 7-photons of message mode as a se-
quence (7-sequence) to Bob in one communication. Before sending 7-sequence, Alice
prepares a certain number of single photons (checking photons) randomly in one of four
states: |0), |1), |h), |v), and inserts these checking photons into z-sequence. And then,
she sends 7-sequence to Bob.

(4) After Bob receives the sequence, Alice tells Bob the positions of the checking photons in
the 7-sequence and the initial states of all checking photons. Bob takes out the checking
photons and uses suitable measuring basis to measure them. And then, by comparing his

@ Springer



2212 Int J Theor Phys (2010) 49: 2210-2214

measurement outcomes and the initial states, Bob can judges whether quantum channel
between Alice and him is secure. After confirming that no eavesdropping exists, they
can extract Alice’s secret messages if Bob, Charlie and Dick collaborate.

2 Our Attack Strategy for Lin et al. Improved QSS Protocol

We can see that, in Lin et al. improved four-party protocol [18], Alice employs some check-
ing photons in order to prevent the last agent from eavesdropping. By measuring them, Bob
can judge whether the quantum channel between him and Alice is eavesdropped. In contrast
to Zhang et al. original protocol, Lin et al. improved protocol only adds one process to check
the security of quantum channel between Alice and Bob. It seems that Lin et al. improved
protocol becomes really secure. As a matter of fact, it is still insecure. Next, we propose a
new attack for Lin et al. improved protocol as follows:

At the beginning, Bob prepares photons % and ¢ in ¢, = (|0)|0) — |1)|1>)h,/«/§, and he
sends photon ¢ to Charlie and retains photon # in his site. After performing his operation
on photon ¢, Charlie sends it to Dick. After receiving photon ¢, Dick stores it well and
doesn’t perform any operation on it. In advance, Dick prepares another EPR pair in v,
and he sends photon a, instead of photon ¢, to Alice. In the control mode, as soon as Alice
requires the agents to announce information, Bob immediately uses the basis {|0), 1)} to
measure photon %, which will lead that photon # must be in a polarization state. Afterwards,
Dick makes Bell state measurement on photons ¢ and d. Obviously, the polarization state
of photon ¢ may be recovered on photon a, which is the quantum teleportation process.
Comparing his Bell state measurement outcome with 1, Dick will get one unitary operator.
This kind of Bell state comparison method and its comparison steps can be consulted in the
paper [25]. When Alice asks Bob, Charlie and Dick to publish information, Bob announces
the measurement outcome on photon /4 and his preparing state ¢,,. Dick tells the lie that his
operation is the unitary operator that he gets by comparing Bell states. As a result, no matter
what the operation published (performed) by Charlie is, Bob’s and Dick’s cheating trick will
not be detected by Alice. Here, we can’t help asking why their cheating trick is not detected?
Next, let us explain this. Suppose that Charlie’s operation is I, Bob’s measurement outcome
on photon 4 is |0);, (|1);). It is evident that photon ¢ in Dick’s hand must be in |0); (|1);).
Note that since Dick and Bob don’t know what Charlie’s operation is, they can’t deduce
which state photon ¢ is in. When Dick makes Bell state measurement on photons ¢ and d,
the quantum teleportation occurs as follows:

1
10} ¥q, = E“O)tw)d“)a —10)/11)al0)a)
1
= 5V (=10)a) + Vi (=10)a) + bl 1) + ¢, 11)a] ey
_ 1
)Y, = ﬁ(l”tm)du)a —1)¢11)al0)a)
1
= 5Wa(=1ha) + Vil Da +0g10)a + b5 (—10))] (©))

Provided that Dick’s measurement outcome on photons ¢ and d is ¢,, so photon a should
bein |1), (—]0),). Next, Dick makes a Bell state comparison for qb,f, and v, [25], and gets
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the unitary operator, o,. According to the above content, when Alice requires all agents to
publish their information, Bob’s, Charlie’s, Dick’s are [0);, (|1);) and ¢, I, o, respectively.
Assuming that Dick doesn’t replace photon ¢ with photon a, but honestly performs o, oper-
ation on photon #, and sends it to Alice. We may see that the state of photons % and ¢ evolves
as follows:

B —> () ick (D) Chartie By = 05 1, = (10)[1) + [1)]0))ne/v/2 (€)

When Bob’s measurement outcome on photon / is |0),, (|1)5), photon 7 in Alice’s hand must
be in |1), (]0),). It is evident that |1), (|0),) and |1), (—|0),) are the same states. So, in the
case that Charlie’s operation is I, Alice isn’t able to detect Bob’s and Dick’s cheating trick
because any error isn’t introduced. If Charlie’s operation is H, is their trick still feasible?
Go on analyzing, the key can be obtained. When Bob’s measurement outcome on photon A
is [0), (1)), as Hoy, = (|0)|h) — |1)|v))h,/«/§, photon ¢ in Dick’s hand should be in |A),
(Jv);), and the quantum teleportation process may be written as follows:

1
|h)i¥a, = Elh)t(lo)dll)a —1)al0)a)

1
= 5 (=1ha) + Vg (=10)0) + @glh)a + by (—1v)a)] “

1
V)4 = EII)[(IO)dll)a — 1)al0)a)

1
= 5 (=lv)a) + Y (=1h)a) + ¢ (=1v)a) + d,1h).] (&)

Suppose that Dick’s measurement outcome is wtfl, and photon a should be in —|v), (—1|h),).
Dick compares v,; with ¥, to get the unitary operator o,. If there is no replacing, after
Charlie’s H and Dick’s o, are performed on photon ¢ from ¢,,, the system state evolves as
follow:

G —> Hej = (0)1h) — [1)[0)ne /2 —> 0. Hpy, = (10)v) — D)) /V2 (6)

When Bob’s measurement outcome on photon 4 is |0),, (|1)5), photon 7 in Alice’s hand must
be in |v), (|h),). Obviously, |v), (|h);) and —|v), (—|h),) are the same states. Similarly,
Alice can’t detect Bob’s and Dick’s cheating trick in the case that Charlie’s operation is H.
For the other cases (Charlie’s other unitary operations, Dick’s other comparison operators),
only if Bob and Dick collaborate, their replacing trick may occur as of old and isn’t detected.
Here, in order to save space of a whole page, we don’t list out the other cases again. When the
message mode is switched into, since Alice doesn’t detect Bob’s and Dick’s replacing trick,
further, she regards photon a as photon ¢ and encodes her secret messages by performing
a unitary operation on it. Then she sends photon a to Bob. After receiving photon a, Bob
and Dick make Bell state measurement on photons a and d, and easily obtain Alice’s secret
messages without Charlie’s helps. So far, we successfully propose a new attack strategy
for Lin et al. improved four-party QSS protocol [18]. It is evident that this attack is much
simpler than that in the paper [19], and only two-photon EPR pair is used. In addition, the
photons that need to be transmitted in our attack strategy are reduced greatly. In the end,
we hope that this kind of attack strategy is noticed in the future related research since it to
combine Bell state comparison and quantum teleportation is very special.
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